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Copyright
Copyright © 2004 Azuretec Co., LTD. all rights reserved. No part of this publication may

be reproduced, adapted, stored in a retrieval system, translated into any language, or

transmitted in any form or by any means without the written permission of the supplier.

About This Manual

This manual includes install, configuration and trouble shooting for the WLAN outdoor
radios. It can help you in avoiding the unforeseen problems and use the outdoor radio

correctly.

Technical Support

If you have difficulty resolving the problem while installing or using the Wireless LAN
ODU, please contact the supplier for support.
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FCC Notice

FCC Certified Declaration:

This device complies with part 15 of the FCC rules. Operation is subject
to the following two conditions: (1) This device may not cause harmful
interference and (2) this device must accept any interference received,
including interference that may cause undesired operation.

Reminder:

To comply with FCC part 15 rules, the ODU must only be used as a
system as FCC certified. The system must also be professionally installed
to ensure compliance with the Part 15 certification. It is the responsibility
of the operator and professional installer to ensure that only certified
systems are deployed in where FCC rules apply. Further, according to
FCC Part 15 regulations, Section 15.247(b)(3)(iii), the installer must
ensure that the high-gain directional antenna used in this system is used
exclusively for fixed, point-to-point operations and that multiple
co-located intentional radiators transmitting the same information are
not used. For further information, please see Appendix B.

Notice :
The changes or modifications not expressly approved by the party

responsible for compliance could void the user’s authority to operate the
equipment.

IMPORTANT NOTE:
To comply with the FCC RF exposure compliance requirements, no
change to the antenna or the device is permitted. Any change to the
antenna or the device could result in the device exceeding the RF
exposure requirements and void user’s authority to operate the device.

Copyright © 2004 Azuretec Co., LTD. all rights reserved.
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Chapter 1 Introduction

The Outdoor wireless LAN device — 11Mbps Wireless Outdoor Unit, are specially designed
for Point-to-Point and Point-to-Multipoint applications, offering long distance connections
between buildings at a speed of up to 11Mbps. Fully compliant with IEEE802.11b standard,
the Outdoor Unit (ODU) provides powerful features such as the Windows-based
configuration utility, MAC address filtering, WEP security, 802.1x authentication and more.

1-1 Features and Benefits

B Creates a Point-to-Point connection linking two LANSs, using 2 Indoor Units or Indoor
and Outdoor total solutions.

B Creates a Point-to-Multipoint system using three or more Indoor Units or Indoor and
Outdoor total solutions.

B Detachable antenna allows you for the use of external high gain antenna.
B With a data rate of 11Mbps and 5.5Mbps, the system is faster than an E1/T1 data link.

B Features 11Mbps data rate by incorporating Direct Sequence Spread Spectrum
technology.

B Fully IEEE 802.11b compatible. Allow inter-operation among multiple vendors.
B Technique operating in the unlicensed 2.4GHz ISM band.

B Seamless roaming within the 802.11 & 802.11b wireless LAN infrastructure.

B Provides user authentication to enforce tight security.

B MAC address Access Control.

B Bandwidth control

B Advanced Security — 802.1x authentication (EAP)

B Provides Window-based configuration utility.

B Waterproof housing

1
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1-2 Applications

The 11Mbps Wireless LAN ODU offers a fast, reliable, cost-effective solution for wireless

client access to the network in applications like these:

1.

Remote Access to Corporate Network Information
E-mail, file transfer and terminal emulation.

Difficult-to-Wire Environments

Historical or old buildings, asbestos installations, and open area where wiring is difficult
to deploy.

Frequently Changing Environments

Retailers, manufacturers and those who frequently rearrange the workplace and change
location.

Temporary LANSs for Special Projects or Peak Time

C1- Trade shows, exhibitions and construction sites where a temporary network will be
practical.

C2- Retailers, airline and shipping companies need additional workstations during peak
period.

C3- Auditors requiring workgroups at customer sites.

Access to Database for Mobile Workers
Doctors, nurses, retailers, accessing their database while being mobile in the hospital,

retail store or office campus.

High Security Connection
The secure wireless network can be installed quickly and provide flexibility. (Please
refer to page 16 for more information on encryption configuration.)

2
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1-3 System Configurations

The 11Mbps Wireless LAN ODU can be configured in a variety of network system
configurations.

Wireless Infrastructure

In a wireless infrastructure, the ODU can act as a bridge. The ODU connects the wireless
clients together. The ODU acts as a center point for all wireless communications. This
would increase efficiency of the communications since the wireless adapters do not need to be

within direct range of each other.

. 4

Access Point
4
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Wireless Infrastructure with Stations Attaching to a Wired LAN

The 11Mbps Wireless LAN ODU will provide an access to the local LAN. An integration of
wireless and wired LAN is called an Infrastructure configuration. A group of wireless LAN
PC users and an ODU construct a Basic Service Set (BSS). Each wireless PC in this BSS

can talk to each other on your network via the ODU.
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Point-to-Point/Point-to-Multipoint Connection
The 11Mbps Wireless ODU provides ideal bridging solution for inter-building LANs
connection. In an inter-building application, the 11Mbps ODU acts as a repeater, thus

expanding and connecting corporate LANs with reliable and high speed connection.

4
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Chapter 2 Hardware Installation

This chapter describes initial setup of the Wireless LAN ODU subsystem.

2-1 Product Kit

Before installation, make sure that you the following items:

€ 11Mbps Wireless LANODUKit...................oooiiiininn... x1
€ Powerover Ethernet.......................coooiiiiiiiiiiiiiin. x 1
@ Power Adapter..............cooeviniiiiiii e x 1
@ Power Cord..........oovininiiiiiiiiii e x 1
@ Mounting Kit.............ooviiniiiiiiiiiii e, x 1
@ ProductCD.........ooviiiiiii x 1
€  Quick Installation Guide..........................cocoiiiiiiiin .. x 1

NOTE: If any of the above items are missing or damaged, please contact your local dealer for

support.

2-2 System Requirements

Installation of the 11Mbps Wireless LAN ODU requires:

1. ADC12V(0.1W/0.5W) / 15V(1W) adapter which supplies the power for the PoE (Power
over Ethernet).

2. A 10/100 Base-T (UTP) Ethernet cable drop.
3. Operating system support: Windows 98/Me/NT4.0(SP4 or above)/2000/XP

5
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2-3 Mechanical Description

ODU:
y nﬁlwmuuuul
RJ-45 connector (To POE)
LED Indicator
N-type connector
LED Indicator
Model name LED Indicator
WR201 Power
WR202/ WR203 Power/ Tx/ Rx

Waterproof RJ-45 connector
Connect to the POE with SFTP cable.
N-type connector

Connect to the antenna by the RF cable. The maximum RF cable length depend on the loss of
the RF cable.

SFTP Cable
This cable is attached to the ODU. The default SFTP cable length is 25 meter.

6
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2-4 Hardware Installation

Take the following steps to set up your ODU.

B Connect the Ethernet Cable
The 11Mbps Wireless LAN ODU supports 10/100M Ethernet connection. Connect the
SFTP cable from the ODU to the RJ-45 connector of PoE (marked “To ODU”) for ODU
connection. Then connect the other end of the POE with straight RJ-45 cable to a hub or a
switch. Please note that, use the cross-over cable when you desire to connect the PoE
of ODU to a PC.

B Connect the Antenna
In ODU connection, you can connect antenna to the N-type connector of ODU by RF
cable.

B Connect the Power Cable
Connect DC 12V(0.1W/0.5W) / 15V(1W) adapter to the PoE, and plug the other end of

the adapter into an electrical outlet.

NOTE: Only use the power adapter supplied with the PoE of ODU. Otherwise, the product
may be damaged.

Antenna

To HUB, Router,
Computer

POE &
N\

To ODU l

Power LED

Power adapter

7
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Chapter 3 Configuring the ODU

The 11Mbps Wireless LAN ODU is shipped with default parameters, which will be suitable
for the typical Point-to-Point and Point-to-Multipoint. You can still adjust configuration
settings depending on how you would like to manage your wireless network. The 11Mbps
Wireless ODU allows for configuration either via the configuration utility, known as Access

Point Manager, TCP/IP (Telnet) connection or Web Management.

3-1 Configuration

Installed on your Windows 95/98/NT/ME/2000/XP desktop computer, the Windows-based
utility “Access Point Utility” provides a user-friendly interface. The ODU Ultility enables
you to configure all of your ODUs on the network more easily than ever before. The

following gives instructions guiding you through the installations of the ODU Ultility.

1. Insert the Product CD-ROM disk that came with your product kit into the corresponding
drive on your computer.

2. From the Start menu on the Windows desktop, choose Run.

3. In the Run dialog box, type the path where the utility is located, then click OK.

4. Follow the on-screen instructions to install the Access Point Utility.

5. Upon completion, go to Program Files and execute the Access Point Utility. It will begin
to browse all the ODU available on the network.

iew|

2.4GHz WLAM

1 Access Pointfz) found in your local network.

8
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6. Double click Access Point icon to access its property dialog box. Enter the password in
the entry field. _The default password is “default”.

Authentication

Access to B-point-[Mew]

You must pass the authentication before controlling the Access
Fairt.

Erter Password - 1***’“‘**

J Ok | x Cancel ]

7. After entering the correct password, a configuration window appears. You will see the

basic information of the ODU, such as MAC Address, Frequency Domain and Firmware
Version.

2 4GHz WLAN X

3 HE;Et ‘ @ Lu:ugu:uuté

Information ] Statistics1 Ennfiguratinn] Upgrade1 Access Contral

MAC Address : |EIEI:EEI:E=3:1 C2C9

Frequency Domain : ]ETSI [Europe) domain

Firrmware Version : ] 41.81

MAC Address: 1t is a hardware identification number that distinguishes the unit from others.

Frequency Domain: The regulated operating frequency per country.

Firmware Version: Displays the firmware version that is equipped with your hardware.

Statistics

The statistics tab contains three of the following items for you to monitor the Ethernet and
Wireless network traffic.

9
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Ethernet:
You may monitor the TX/RX on the wired network.

2AGH=z WLAN
3 Hz;et ‘ @ Lu:.gu:uulé

Information  Statistics ] Ennfiguratinn] Upgrade1 Access Conbral

Ethernet IWireIess1 wireless Error]

X

[ Receive |
Packets : | 198
Total Butes - [ 14402
[ Tranzmit |
Packets | 159
Tatal Bytes : 11404

Wireless:
You may monitor the TX/RX of the wireless network.

24GH:z WLAN

a H:.,;Et ‘ ; @ Lnguulé

Information  Statistics ] Eonfiguratiunl Upglade1 Access Contral

Ethernet ‘Wireless ]W’irelem Error]

[ Feceive | )
Fragments : &
Unicast Packets : D
Unicazt Eptes a
Multicast Packets : E
Multicazt Bytes : 284

[ Trangmit |
Fragments : | T2
Unicast Packets : ' i
Unicast Bytes : [ 0
Multicast Packets : | 72
Fulticast Bytes : | 9053

Pauze I Fr I

10
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Wireless Error:
This item offers detailed information on error wireless packets that the ODU receives and
transmits.

Receive:
Packet FCS Errors: The number of wireless packets that fail during FCS transmission (Frame
Check Status when accessing the wired network.

No Buffer: The number of wireless packets that the ODU ignores due to insufficient memory.

Received WEP Errors: The number of wireless packets that have WEP encryption errors.

Transmit:
Deferred Transmission: The number of packets that have deferred transmission due to the fact
that the medium is busy.

Retry Limit Exceed: The number of packets that are not sent due to the reason that the packets
exceed the retry limits.

Single Tries: The number of packets that are successfully sent on the first retry.
Multiple Retries: The number of packets that are successfully sent after several retries.

Wrong Source Address: The number of packets that are ignored by the ODU because the
source client is not in its BSS.

Other reasons: Other reasons that cause errors.

x|

aﬂs;&t ‘ @ Logout

Information  Statistics I Eonfiguratinn] Upgrade] Access Contral

Ethemet] wireless Wireless Error l

[ Receive |
Packet FCS Ermrors - | 474
Mo Bufter : o
Received WEP Emrors :

[ Tranzmit |
Deferred Tranzmissions : a3
Fietry Linit Exceed : '

Single Retnes :
Multiple Retries :
YWiong Source Address ©

oo o o o m

Other Aeasons

Pause I Frd I
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Configuration

The configuration tab contains 5 following items for you to make changes for the ODU.

General:

AP name: In this entry field, you may enter any name. This will enable you to manage your

ODU with more ease if you have multiple ODU on the network.

e HE'S:,Et ‘ @ Logout
Infnrmation] Statistics  Configuration l Upgrade] Access Eontml]
General | IEEES02.11 | Administiation | 1P Address | wep | (40 v]
AP Mame :
|2 4GHz WLAN
Apply Drefault | Cancel J

IEEES802.11:
Radio Mode: The Wireless LAN ODU can operate total of 5 radio modes:

FHadio Maode .
Wireless LAN Access Foint [AF] -

Winelezs LAMN Accezzs Paoint (&P

Inter-B uildivg with B epeating [P
Station Adapter - Infrastructure [S41]
Station Adapter - Ad-hoc [S44)

Station Adapter - 802171 Ad-hoc S48

»  Wireless LAN Access Point (AP): Enables the ODU to act as a wireless bridge

connecting to your network backbone.

»  Inter-building with Repeating (PxP): Allows for multi-point connection among LANs

(default setting).
»  Station Adapter — Infrastructure (SAI): Served as a wireless station (infrastructure).
12
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Connect the ODU (SAI) to a PC with a cross over RJ-45 cable, and it is able to access
the network via ODU.

Station Adapter — Ad-Hoc (SAA): Served as a wireless station (Ad-hoc). Connecting to
a PC with a cross-over RJ-45 cable, the station adapter along with other wireless stations

can establish a small wireless network without ODUSs.

Station Adapter — 802.11 Ad-Hoc (SAA2): Similar to SAA, the ODU acts as a wireless
stations (Ad-Hoc). The only difference is that this Ad-Hoc mode complies with 802.11

standard.

NOTE: When setting the operation mode to either PxP or SAA, you need to set the ODU
with the same channel. ESSID however can be ignored. When the SAA2 is selected,
you need to set the ODU the same ESSID and channel.

4

= e

aﬁzéet ‘ @ Logout

Infnrmation] Statistics  Configuration l Upgrade] Access Eontml]

General |EEES0211 l.-’-‘-.dministration] IF'.i‘n.cIdless] WEP ] L

Radio Mode :
Inter-Building with Repeating [P=P] j
ESSID : |
Channel: [CH10 2457MHz -]

RTS Thieshold - [2432

Frag Threshold : |2345

T Rate: |Fu||y Auto ﬂ

Apply | Drefault Cancel ‘

ESSID: The ESSID is a unique ID given to the ODU. Wireless clients associating to the
ODU must have the same ESSID. The ESSID can have up to 32 characters.

Channel: You may select any of the available channels as an operational channel for your

ODU. You may use the Site Survey tool came with the wireless PC Card utility to monitor

each channel and choose a channel with good quality.

13
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RTS Threshold: RTS Threshold is a mechanism implemented to prevent the “Hidden
Node” problem. “Hidden Node” is a situation in which two stations are within range of the
same ODU, but are not within range of each other. Therefore, they are hidden nodes for
each other. When a hidden station starts data transmission with the ODU, it might not notice
that another station is already using the wireless medium. When these two stations send data
at the same time, they might collide when arriving simultaneously at the ODU. The collision
will most certainly result in a loss of messages for both stations. Thus, the RTS Threshold
mechanism will provide the solution to prevent data collisions. When the RTS is activated,
the station and its ODU will use a Request to Send/Clear to Send protocol (RTS/CTS). The
station will send an RTS to the ODU, informing that it is going to transmit the data. Upon
receipt, the ODU will respond with a CTS message to all station within its range to notify all
other stations to defer transmission. It will also confirm to the requesting station that the ODU

has reserved the channel for transmission.

Fragmentation Threshold: Fragmentation mechanism is used for improving the efficiency
when there is high traffic within the wireless network. If you transmit large files in a
wireless network, you can enable the Fragmentation Threshold and specify the packet size.

The mechanism will split the packet into the packet size you set.

TX Rate: When the ODU is under PXP, SAI, SAA, and SAA2, it provides various data rate
options for you to select. Data rates options include Fully Auto, Fixed 1Mb/s, Fixed 2Mb/s,
Auto Select 1M or 2M, Fixed 5.5Mb/s, and Fixed 11Mb/s. In most networking scenarios,
you will see that the factory-set default “Fully Auto” will prove the most efficient. This
setting will allow your 11Mbps Wireless LAN ODU to operate at the maximum data rate as
possible. When the communications quality drops below a certain level, the ODU will
automatically switch to a lower data rate. Transmission at lower data speeds is usually more
reliable. However, when the communications quality improves again, the 11Mbps Wireless
LAN ODU will gradually increase the data rate again, until it has reached the highest

available transmit rate.
Client Isolation and Hidden SSID:

only AP mode is available for the configuration of “client isolation” and “Hidden AP”.

14
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apDDEEFF X

@ Logout

Information] Statisics  Configuration l Upgrade] Access Control]

#~y Reset
B2 AP

General  |[EEES0211 lAdministration] IF'.-’-‘«cIdlessl WEP ] (]

Radio Mode :

ESSID : |meme

Charnel: |CHOT 2412MHz =

RTS Threshald : |2432

Frag Threshald ; |234E;

T Rate : | J
[ Enable Client |zolation [~ Enable Hidden &P
Spply | Default | Cancel |

Enable Client Isolation

Enabling the parameter, the wireless clients will not be able to virtually “see” any others who
associated with the same access point. Remark: supposedly there are two clients associated
with the same access point, client A and B. In this case, the wireless client A will not be able
to talk to the client B in any level of network protocol and vice versa. The function can
prohibit users from accessing the unauthorized resources in your wireless network but can’t
prevent users from accessing your wired network though. To disable the function, the
protection on the access point will be also disabled. When you have done your selection,
please press the “Apply” button to have the function take effect. The default value is
“disable”.

IN DEPTH: The function will only refine the efficient isolation on the area of a same
BSS. It won’t work out the same protection for those clients who associated with
different access points (in different BSS). In this case, to adopt virtual LAN may be a
wonderful solution.

Hidden AP Parameters

Enabling the function, the AP will stop processing the connecting request of the clients (in
active scan mode) who aren’t aware of the identity (SSID) of the wireless network (AP). In
the case, the identity (SSID) must be given for a successful access to your network in advance.
When you have done your selection, please press the “Apply” button to have the function take

effect. The default value is “disable”.
IN DEPTH: The hidden function can bring up a natural protection that wireless standard
naturally introduced, to implement it will be able to prohibit access point from
responding the connecting request of the client who carries the known SSID. The

protection is very preliminary and can setup a basic secured network in parallel with
access control and WEP security.

15
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You may change the default password by entering the new password. Enter the new

password in the Confirm Change field to make the new setting take affect.

IP Address:

2 4GHz WLAN

=y Feset
L

@ Logout

Informationl Statistics  Configuration | Upgradel Access Eontmll

General | [EEEB02.11  Administration | IP &ddress | wep | 4] ¢

MHew Fazzword : !

Canfirm Change : i

Apply Drefault Cancel

To enable remote access to the ODU using Telnet or Web Management, you must assign an [P

address to the ODU. You may also assign other related Internet addressing options, such as

subnet mask or gateway address.

IP address. (Default setting is 192.168.1.1)

2 4GHz WLAN

7 Feset
L

@ Logout

Informationl Statistics  Configuration | Upgradel Arocess Eontroll

General | IEEEB02.11 | Administration P Address | wEp | 141 ¥
[ Management Port ]
IP &ddress 1921681 1
hetmask : 28520526800
Gateway : 1921681 254
Apply Drefault Cancel
16
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WEP:

If data transmission with high security is required on your network, it is recommended that
the WEP encryption be used. To activate the WEP encryption, select Configuration, go to the
WEP tab, and do the following:

Pull down the WEP Encryption menu and select WEP64 or WEP128.

You may identify up to 4 different encryption keys and select one of them to encrypt your
transmission data. The key value of your choice may either be:

From the 4 Key entry field, enter the corresponding key value for each encryption method.
For WEP64 data encryption:
-- 5 alphanumeric characters in the range of “a-z”, “A-Z” and “0-9” (e.g. MyKey).

-- 10 digit hexadecimal values in the range of “A-F” , “a-f” and “0-9”, preceded by the
characters “0x” values (e.g. 0x11AA22BB33).

For WEP128 data encryption:
-- 13 alphanumeric characters in the range of “a-z”, “A-Z" and “0-9” (e.g. MyKey12345678).

-- 26 digit hexadecimal values in the range of “A-F” , “a-f” and “0-9”, preceded by the
characters “0x” values (e.g. 0x00112233445566778899AABBCC).

e
£ Pt ‘ [P Losou

Infarmatian] Statistice  Configuration ] Upgrade] Access Eantml]

x|

General | IEEEBO2.11 | Admiristration | 1P Addiess WEP |14 v
WEP Encryption
|'WEPE4 ~|

[RE) WEP Key

Kepyl: & mekey
KepZ: €0 1012345675830

Kep3: | xxxxx
Keyd: | xxxxx
Apply J Default I Cancel J
WEP64 Key Setting
17
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B-point-(New)

o~y Feset
BEr AP

@ Logaout

Informationi Statigtice  Configuration | Upgrade! Aocess I:ontroll

General | IEEEG02.11 | Admiristration | IP Address WEP | 4| v
WEP Encryption :
|[wEP128 |
Usze WER Ken

Kewl: & [mykey1 234567530
Kep2: ©  [041234567390123

Kep3: I xxxxx
Kepd: I xxxxx
Apply | Diefault | Cancel |
WEP128 Key Setting

NOTE: The WEP key must be set up exactly the same on the ODU as they are on other
wireless client stations. For example, if you set “MyKey” for the ODU, the same WEP Key

“MyKey” must be assigned to other client stations.

Upgrade
This item is used for uploading the newest firmware of the ODU. You may either enter the
file name in the entry field or browse the file by clicking the Open File button. For

information about the release of the newest firmware, contact your local reseller.

2 4GHz WLAN

=y Rzt
Br pp

@ Logaout

Informationl Statisticsl Configuration Upgrade I.-'l‘n.c:c:ess Eontmll

Firmware File

Ia:\ap.img (= Open File I
} Gao |

18
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Access Control:

With the Access Control enabled, you can authorize wireless units to access the Access Point

by identifying the MAC address of the wireless devices that are allowed access to transmit

data.

Further more, the Bandwidth control function allows you to control the

upstream/downstream bandwidth per client basis. Note that, only when the MAC addresses of

the wireless stations are in the Access Control Table, they will be able to access network via

Access Point. To create or edit the Access Control Table, do the following:

>
>

Go to the Access Control tab and check “Enable Access Control”.

Click the “Add” button and enter the MAC addresses of the wireless stations you allow
to access.

Set “Up bandwidth”, “Down bandwidth” and “Total bandwidth” if needed. Specify the
desired bandwidth or unlimited if you do not need the bandwidth control.

Click “Apply” to make the setting take effect.

e < AC Address - ;f@

e HE'S:.Et ‘ @ Logout

Information | Statistics | Configuration | Upgrade  Aceess Contral l

Edit MALC address...

Iv Enable Access Control ||:||:| : |E|:| : 183 : |E? : IE? : ]59
Ma. MAC Address Up Bandwidth E dit
1 o0:60:B313:.C2BF Mo Limited .
Add Up Bandwidth:  |512Kbps =
Remaove
Dowen Bandwidth: | 512Kbpz -
Tatal Bandwidth: | 1.5Mbpz -
. . D escripition; Juser'l
Irnpart E=port Clear Apply
Selected Iterm : 01 J I:Ik x I:EIHCEI |

You can also configure the Access Control by using web-based management.

NOTE: Be aware that, when you enable the Access Control Table without any MAC address
in the table, no access is allowed to communicate with the Access Point.

Use the following buttons to manage the Access Control Table:

Add — to enter MAC addresses of authorized wireless devices one at a time.

Edit — to change the entries in the table if you enter the incorrect MAC address.

Remove — to remove MAC addresses one at a time.

Clear — to remove all MAC addresses in the table.

Import — to import an existing Access Control Table.

Export — to save the current Access Control Table to a location on your computer. You may

save the file as a text document.
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Advanced Security

The 802.1x authentication (EAP) is designed to enhance the security of wireless networks.
The 802.1x provides an authentication framework for wireless LANs, allowing a user to be
authenticated by a central authority. For wireless LANSs, it also provides centralized,
server-based authentication of end users. The standard is flexible enough to allow multiple
authentication algorithms, and because it is an open standard, multiple vendors can innovate
and offer enhancements.

For wireless LANs, the 802.1x authentication has three main components: The supplicant
(usually the client software, such as zero configuration in window XP), the authenticator
(usually the access point), and the authentication server (usually a Remote Authentication
Dial-In User Service server, although RADIUS although 802.1X does not specify it).

The advanced security describes how to control authorized access to the Access Point with
Authentication Dial-In User Service (RADIUS). There are many ways to enhance your
wireless security: 802.1x Based Auth mode or MAC Address Based Auth mode. To enable
802.1x based authentication, please select 802.1x Based Auth mode. Moreover, you may
enable the radius account function by check Enable Radius Account in the check box. To
configure the Authentication and Account Server function, the parameter of Radius
Authentication Server and Radius Account Server must set to the same with the
Authentication Server and Account Server. Before you enable RADIUS account, you have
select 802.1x Based Auth mode first.

Note: The Password is up to 16 bytes.

If you want to use MAC Address Based authentication, you should select MAC Address
Based Auth mode. However, the RADIUS account server will not be supported here.

Most likely, the MAC Address Based authentication is less secure than 802.1x (EAP)
authentication. MAC Address Based authentication provides an alternative for wireless 10
network security that does not support 802.1x capability.

Otherwise, you may select disable auth mode that adjusts to the 802.11 legacy network. For
setting 802.1x Based Auth:
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24GHz WLAN

s Fezet
Lo

@ Logout

Infnrmatinnl Statistics  Configuration |U|:|grade| Ancess Enntroll

Admivistration | 1P Adchess | WEP 80214 Config |

bl

—Authentication Mode Select
802 1% Based Auth " Mac &ddress Based Auth
' Digable Auth

Radius Authentication Server Parameter

|P Address: 1321887 1 Paort no, 1812

Paszword: Ixm Feauth Period: IED [=)

[~ Enable Radius Account

~Radiuz Account Server Parameter

1P Adhess: [192188 .1 Port o, : |1313
Pazsword: I****

Apply | Default | Cancel |
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3-2 Using the Web Management

The built-in Web Management provides you with a user-friendly graphical user interface (web
pages) to manage your ODU. An ODU with an assigned IP address (e.g. http://192.168.1.1)

will allow you to monitor and configure the ODU.

1. Open your web browser.
2. Enter the available IP address of your ODU in the Address field (e.g. http://192.168.1.1).
You will have access to the Wireless LAN Access Point Web Pages of the ODU.

Address | @] http:fi192.168.100.133 Blco ks ™

Wireless LAN

2 WLAN (a

> Login

ased Uity Logm

> Neighberhood Administrator's Password: m

Access Points
nput the 5 al ustrs

@ Done & Internet

3. Enter the password to login to the ODU. The default password is default. The main
page will show up. The ODU main page contains three items for you to manage your
ODU.
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Information

General
This item displays the general information of the ODU such as the MAC address, Frequency

Domain, and Firmware Version.

Wireless LAN

& |nformation « Access Point General Information

B Configuration

B B02.1X MAC Address (BSS ID) [IR1B:ERURwEL!
> Firmware
Upgrade Firmware Version

> Logout

Statistics

This item displays the Ethernet and wireless network traffic.

& Information

Wiecles Teamsm

\
ey |
B Configuration [ 1
& B02.1X |

|

> Firmware
Upgrade

> Logout
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Configuration

General
You may make the settings on the ODU such as AP Name, AP Mode, ESSID, Channel, RTS
Threshold, Fragment Threshold, TX Rate and Password.

address | ] hitp://192, 168.100.133findex2. html Blco Lnks >

> Link Access Point Name: [ElE350

Configuration Access Point Mode:
® Access Peint

© Mmter-Building with Repeating

® Siation Adapier - Infrastructy

® Station Adapter - Ad-kec
® Station Adapter- 802 11 Ad-heec T

» IEEEB02.11 Parameters

#] Done & Internet

Station Isolation Parameters
By following the same steps of utility, it is easy to enable the parameter. Remember to apply
the new configuration to have the function take effect. The default value is “disable”.

Configuration EelI=gel

.o DDEEFE 0 DEEFF)

& Information Channel: CHO1 2412MHz v

| TX Rate: © Fully Auto
3 ® Fixed 11 M
= Link Statu ® Fixed 5.5 Mb /s
& Configuration ® AutofSefe,cb?t I or 20
® Fixed Z2Nb s
® Fixed 1 M

RTS Threshold: pEkH

neral

Frag Threshold: EEEl

> Firmware « Station Isolation Parameters
Upgrade
“ou can enable or d ion of ccess Point here.

> Logout
CEnable ®Disable

« Hidden AP Parameters

O Enable @Disable

24

Copyright © 2004 Azuretec Co., LTD. all rights reserved.



Azuretec”

go the extra mile

IN DEPTH: The function will only refine the efficient isolation on the area of a same
BSS. It won’t work out the same protection for those clients who associated with
different access points (in different BSS). In this case, to adopt virtual LAN may be a
wonderful solution.

Hidden AP Parameters

By following the same steps of utility, it is easy to enable the parameter. Remember to apply
the new configuration to have the function take effect. The default value is “disable”.

IN DEPTH: The hidden function can bring up a natural protection that wireless standard
naturally introduced, to implement it will be able to prohibit access point from
responding the connecting request of the client who carries the known SSID. The
protection is very preliminary and can setup a basic secured network in parallel with
access control and WEP security.

WEP

To prevent unauthorized wireless stations from accessing data transmitted over the network,
the 11Mbps Wireless LAN ODU offers WEP (Wired Equivalency Privacy). You can set up
4 encryption keys but choose one key to encrypt your data.

eﬁatk - @ @ ;’h f'ﬁj Search \E:\L(Favnntes @ vedia L2 [:34- :‘ﬁ - 4’]
address ] htep:f192.168. 100, 133/index2. html ~| & =

Links >*

Configuration

= Information = WEP Encryption

(]

’ © Disabls
& Configuration

@ WEPGS

it ® IVEP128

> Firmware
Upgrade

> Logout

] Dane & Internet

Access Control

The Access Control Table enables you to restrict wireless stations accessing the ODUs by
identifying the MAC address of the wireless devices.
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File:

Qe - @ - [x] B @ P

Address |&] hitp:(f192.166.100.133(index2. it

/1
e

Fovorttes @ media €2 [~ L -

(ol 1ii[-[Neii[-1s0 Access Control

&

Links **

S

& Information « Access Control
I

=
i H

® Disable
© Enable -

00:60:83:18:C2:BF MaLimit MolLimit Molimit
> Firmware
Upgrade Disahle '+

> Lo

&] Done: B Interret

Upgrade

Here, you can upload the newest firmware of the ODU. You may either enter the file name

in the entry field or browse the file by clicking the Browse button.

Fie Edt View Favartes Tod [
Qe - Q- XA @ 0 saareh 57 Favorites @ vedia 2 =2- :‘; -
Address @] http:{/192. 168,100,133 /index2. html e ks

PR LTG Firmware Upgrade

& |nformation « Firmware Upgrade
2
H
Firmwa

Note for Neiscape user
fi file

firm

A -

> Firmware
Upgrade

> Logou

&) #® Internet
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3-3 Using the Telnet

The ODU can be configured via the command prompt console with TCP/IP:

Telnet (TCP/IP) Connection: Assign an available IP address to your ODU through the RS232
connection or Access Point Utility and then telnet into the ODU anywhere to get access to the

ODU console. Thus, you will be able to make the configuration via the TCP/IP connection.

1. Telnet to your ODU. A window will show up.
2. Enter the password. The default password is “default”.

cr Telnet 192.168.1.2

Point Console

4.1.8.1

Password: s

2.4GHz WLAN>

3-3-1 Basic Commands
The following are the commands provided for configuring the ODU. In loader mode, i.e., no

valid firmware in the ODU, only the commands with an asterisk (*) are provided.

NOTE: [xxx] stands for optional arguments.
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info"
Display some basic information of the ODU, for example, firmware version, frequency

domain, etc.

Telnet 192.168.1.

Password: e
2.4GHz WLAN> info
Access Point’s Basic Information

MAC Address (BSS ID>: B@:6B:B3:19:C2:C9
System Firmware Uersion: 4.1.8.1
with WLAN NIC Firmware: (P> 1.1.8 , (T» 1.3.18
Radio Type: Prism 2.5
Freqguency Domain: ETSI (Europe? domain
Available Channel{s>:

CHA1 2412MH=
CHBZ 2417MH=
CHA3 2422MH=
CHB4 2427MH=z
CHAS 2432MH=
CHBG6 2437MH=
CHA? 2442MH=
CHBE 2447MH=z
CHA? 2452MH=
CHi@ 2457MH=
CHii1 2462MH=
CHiZ2 2467MH=z
CH13 2472MH=

2 .4GH=z WLAMN>

stat
Display the statistical values of the operation of the ODU, for example, association status,
LAN/WLAN interface load, etc.

2 .4GHz WLAN> stat

=== Station Tahle ===
Signal
Level

The tabhle iz empty.
=== fBystem Statistics

[ Ethernet Receive 1] [ Ethernet Transmit 1]
Packets 5 Packets
Total Bytes Total Bytes

[ Wireless Receive 1 [ Wireless Transmit 1]
Fragments
Unicast Packets
Unicast Bytes
Multicast Packets

Multicast Byte Multicast Bytes

Packet FCS Errors Deferred Transmizsions
Retry Limit Exceed
Single Retries
Multiple Retries

[ Wireless Receive Di [ Wireless Transmit Discar
Mo Buffer a HWrong Source Address
Received WEP Errors Other Reasons

2.4GHz WLAN>

TTE-"
4]
—

ping ip_addr [num_pings] [data_size]

Ping (ICMP echo) to an ip _addr host with optional num_pings times with optional data size

in a length of data_size.
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WLAM> ping
sage: ping ip_addr [num_pings] [data_sizel
2 .4GHz WLAN> ping 192.168.1688.133 4 1888
Ping 1: round—-trip time A ms
Ping 2: round-trip time 8 ms
Ping 3: round-trip time A ms
Ping 4: round-trip time B ms
4 (180> successful pings,. average time = B nm
2 .4GHz WLAN> ping 192.168.188.133 5 1588
Ping 1: round-trip time B ms
Ping 2: round-t time ms
Ping 3: round-t time ns
Ping 4: round-trip time ms
Ping 5: round-trip time ms
L (188:x)> successful pings,. average time = B m

2 .4GH=z WLAN> ping 192.168.1680.

set
List the configuration information.

set apname | web _port | telnet port | mode | channel | essid | tx_rate | tx_retry | antennal
rts_threshold | frag threshold | ip _address | ip netmask | ip_gateway

2.4GHz WLAN> set

Farameter Hame Current Ualue New Ualue
2 _4GH=z WLAN
88

telﬁet_purt 23
[ IEEEBBZ.11 1

pxp

My Hetwork
i@

auto

7

diversity

192.168.190.133
255.255.255.8
192.168.188.254

2 .4GHz WLAN> zet mode ap

2.4GH=z WLAN»> save
Current Ualue
2 _4GH= WLAN
8a
23

pXp
My Metwork
i@

auto

diversity

2432

2346
192.168.188.133
255255 .255.8
192.168.188.254

Mew configuration saved.
2 .4GH= WLAN>
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To change factory default settings, type “set xxx (parameter) xxxx (value). For example,

“set sta_isolate enable” command will enable the station isolation parameter.
Remember that, a 'save' command is required for changes to take effect. Always reset your AP

with the “reset” command.

<+ Telnet 192.168.1.1

t telnet_port default
apDDEEFF> set
Parameter Name

New Ualue

Current Ualue

[ General 1
apname apDDEEFF
weh_port 5]
telnet_port 23
[ IEEEEBB2.11 1

pXp

meme

1

anto

?

diversity
rts_threshold 2432
frag_threshold 2346
=ta_1isolate disable
hiddenap disable
[ IP Addresses
ip_addreszs
ip_netmask
ip_gateway

192.168.1.
255.255.
192.168.1.

The following is a list of parameters you can make changes on the ODU.

Parameter Description Default Value
apname A textual name for the identification of the ODU. apXXXXXX
(where XXXXXX is the last
six octets of ODU'’s MAC
address)
web port Port number dedicated to WEB 80
telnet port Port number dedicated to Telnet 23
mode Operation mode of the ODU PxP
channel The radio channel number. 1
essid The ESS ID (a.k.a., SSID) of the ODU. My Network
tx_rate Transmission Rate Auto
tx retry Number of retries for data transmission 7
rts_threshold | The threshold (number of bytes) for enabling 2432
RTS/CTS handshake. Data with its frame size
larger than this value will perform the RTS/CTS
handshake. Range of value: 0~2432.
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frag threshold| The threshold (number of bytes) for the 2432
fragmentation boundary. Data will be transmitted
in fragments which its size does not exceed this
value. Range of value: 256~2432.

sta isolate Enable the function of Station isolation Disable

hiddenap Enabling the function of Hidden AP Disable

ip address The IP address of the ODU. 192.168.1.1

ip netmask The subnet mask address of the ODU. 255.255.255.0

ip_gateway The default gateway address of the ODU. 192.168.1.254
save

Save your new configuration. Remember that the “save” command is required eve
y

time you make the new configuration.

set default
Return the factory default settings of the ODU except for the IP addresses. A 'save'
command is required for changes to take effect.

*

cls

Clear the console screen.
exit'

Exit the console.

?"or help*
Print a help screen.

reset
Issue a reset signal. The ODU will be reset if user confirms.

3-3-2 Advanced Settings for Security

This section describes the commands to control the security for ODU. To prevent
unauthorized wireless stations from accessing data transmitted over the network, the 11Mbps
Wireless LAN ODU offers the following levels of security options.

- Access Control Table restricts wireless stations to access the ODU.

- Data Encryption, known as WEP (Wired Equivalency Privacy), encrypts wireless data

transmitted via wireless medium.
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Access Control

auth mode | add | del | list| clear

The 'auth' command contains sub-commands that allow you to manage the access control
(MAC address filter) of the ODU. The access control table consists of a list for you to
control the accessibility of any wireless stations or repeaters. The sub-commands are
listed below:
mode open | allow: set the access control mode. The definition of each mode is specified
as follows:

e open: open to public (default)

e restrict: only allow access of the authorized stations/repeaters in the table (no

access is allowed if the list stays empty)

add mac_addr: add an address into the access control table

del mac_addr |index: delete a MAC address, or index an address from the access control
table

list [start/end]: display the content of the access control mode and the address list. The

optional arguments, start and end, can be affixed to select the range of items
to be listed.

clear: clear all the addresses in the access control table.

2 _4GH=z WLAN> auth mode
Uzage: auth mode <openirestrict?
: open to public,
: restrict to stations in list.
{i.e., deny all access except those ones in list>

2 .4GH= WLANX>
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WEP Keys
wep mode | set | list
The 'wep' command contains sub-commands that allow you to manage the data encryption
(WEP, wired equivalent privacy) function provided with the ODU. The sub-commands are
listed as follows:
mode disable | wep64: set the access control mode. The following are the definition of
each data encryption mode.
e none: no encryption (default)
e wepb64: use 64-bit WEP data encryption
o wepl28: use 128-bit WEP data encryption
set keyl key text. set WEP Key#1 as key text. 10 hexadecimal digits (0-9 or A-F)
heading by “0x” or five alphanumeric values (ASCII characters,
case-sensitive) are required if 64-bit WEP is used.
Example: 0x1122334455, 0x0055AA55AA, abcde, or MyKey.
set key2 key_text: set WEP Key#2 as key text with a same format as WEP Key#1.
set key3 key_text: set WEP Key#3 as key text with a same format as WEP Key#1.
set key4 key_text: set WEP Key#2 as key text with a same format as WEP Key#1.
set usekey 1|2|3|4: Select the WEP key to be used for encrypting data transmission. Only

one key can be selected at a time.

list: Display current WEP settings.

& BEE

2.4GHz WLAN> wep mode
Uzage: wep mode <disable iwvepb4divepl2B>
disahle: no encryption,
wepb4: use 64-hit WEP encryption.
wepl2B8: wuse 128-hit WEP encryption

2.4GHz WLANY> wep mode wepb4
2.4GHz WLAN> wep list
Current status of WEP (data encryption?

: WEP64
Keylil

Keylt2
Keyitd

2.4GH=z WLAM>

Note: Your new WEP settings will take effect after resetting the ODU.
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802.11b Channel Frequency(MHz)
1 2412
2 2417
3 2422
4 2427
5 2432
6 2437
7 2442
8 2447
9 2452
10 2457
11 2462

Copyright © 2004 Azuretec Co., LTD. all rights reserved.
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Appendix B: Troubleshooting

If there is no signal output, please check the following item:

1.

Check whether the LED indicator on the PoE and ODU is on. If not, it means there is

problem with the power component.

(1) Check if the power cord is correctly connected with the power adapter and the power

outlet.

(2) Check if there is electricity on power outlet.

. Check if the connection between antenna and WLAN ODU is correct, or whether the

connector is loose or not.

. Check if the connection between WLAN ODU and PoE is correct, or whether the

connector is loose or not.

. Verify if the transmit power which calculated before is correct.

. If none of the above measures could solve troubleshooting, please contact the supplier for

further support.
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